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WHAT IS EDR?
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Endpoint detection and response (EDR) refers to software designed to 
help organizations identify, stop, and react to threats that have bypassed 
other defenses. 

Like other endpoint security software, EDR is deployed by installing 
agents on endpoints and managed via a cloud-based SaaS portal. 

Why am I suddenly seeing EDR mentioned 
everywhere?

Short answer 
Three reasons: 

Longer answer
See The Evolution of Endpoint Security: A Battle for AV Budget in 5 Acts (Appendix).

Confidence in traditional antivirus (AV) has plummeted.

EDR vendors saw an opportunity to compete for AV budget and have expanded downmarket.

Security vendors are feeling increasing pressure to offer “all-in-one” platform packages. That 

means providing some form of EDR, sometimes as a standalone offering, but more often  

bundled together with other integrated offerings.   
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WHAT DO EDR TOOLS DO?
At a high level, EDR solutions gather data 

from endpoints, use that data to identify 

potential security threats, and provide 

helpful ways of investigating and reacting to 

those potential threats.  

Historically, these were capabilities largely 

confined to big enterprise companies that 

could afford to have teams of experienced 

security analysts operating out of a security 

operations center (SOC). Sorting through 

troves of data, identifying suspicious activity, 

and understanding how to quickly react to 

incidents took considerable time, effort, and 

expertise. 

In an effort to make these capabilities more 

accessible, security vendors have worked on 

introducing EDR offerings that are less 

complex and center more around 

streamlined workflows and automation. The 

goal of these “EDR Lite” solutions is to lower 

the barrier to entry and bring EDR capabilities 

to a segment of the market that sorely needs 

them: SMBs. 

Detection

Response

Real-time capture & analysis of endpoint data & events

Proactive IOC search & additional investigation capabilities (threat hunting)

Alerting & prioritization

Attack chain visualization, root cause analysis

Automated response workflows (isolation, rollback, etc.)
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Basic Core EDR Functionality
Doesn't keep bad stuff out. Let's you know when it's there.



SELLING EDR: THE 
OPPORTUNITY FOR MSPs

Successful cyber attacks are taking a toll on 

SMBs. Not only are more companies being 

compromised, those compromises are 

becoming more costly. 

According to the Ponemon Institute, six out 

of ten SMBs report the attacks they’re seeing 

have become more targeted, damaging, and 

sophisticated, with the average cost of an 

attack now reaching nearly $3 million. 

Incident response provider Coveware 

reports downtime and disruption caused by 

the average ransomware incident lasts for 

7.3 days. For many small businesses, the 

impact is devastating. 

Pricing Like AV, EDR solutions are typically priced per endpoint, but there can 

sometimes be additional costs associated with data retention.

The growing number of SMB victims are 

becoming increasingly frustrated with the 

inability of antivirus and other security 

solutions to protect them, and there is a real 

sense of urgency to find alternative solutions 

and services that will. 

With EDR, MSPs can present themselves as a 

more complete solution to that problem by 

offering additional protection and mitigation 

should any attacks successfully bypass other 

defenses. It can allow MSPs to fill gaps in their 

security offering without necessarily having a 

SOC or hitting all the other intensive 

requirements involved with becoming a 

full-fledged MSSP.
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4 out of 5 small and medium-sized businesses 
report malware has evaded their antivirus. 
Ponemon 2018 State of Cybersecurity in Small & Medium Size Businesses

https://keepersecurity.com/assets/pdf/Keeper-2018-Ponemon-Report.pdf
https://www.prnewswire.com/news-releases/nearly-70-percent-of-smbs-experience-cyber-attacks-half-do-not-know-how-to-protect-their-companies-300749965.html
https://www.coveware.com/blog/2019/4/15/ransom-amounts-rise-90-in-q1-as-ryuk-ransomware-increases
https://www.coveware.com/blog/2019/4/15/ransom-amounts-rise-90-in-q1-as-ryuk-ransomware-increases
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Key Benefits of EDR 
for MSP Clients

Improved protection from today’s 

evolving threats: 

The majority of today’s EDR 

solutions have been supplemented 

with “next-gen” prevention 

capabilities — including 

machine-learning-powered file 

analysis, behavioral detection, and 

exploit mitigation — that enables 

them to block new and disguised 

malware in addition to “fileless” 

script or memory-based threats. 

Deeper visibility for spotting 

active intrusions: 

The true value of EDR is that it 

allows MSPs present but to hedge 

their bets, assume compromise is 

inevitable, and be more confident 

knowing that when an attack does 

get through they’ll be able to know 

and react quickly. 

Rapid response for neutralizing 

threats before they can do 

damage: 

Automated response workflows can 

ensure threats are automatically 

isolated and that affected resources 

are rolled back and restored to a 

pre-compromised state. 

Proactive instead of reactive 

security: 

Rather than simply wait for alerts, 

EDR tools enable security service 

providers to conduct proactive 

threat hunting searches to root out 

threats that may be present but 

going undetected. 



What are the requirements for managing 
EDR effectively?

Despite concerted efforts by security vendors 

to introduce EDR capabilities downmarket 

and make them more accessible, even “EDR 

Lite” solutions require active and 

knowledgeable hands-on management to 

achieve meaningful value. 

In other words, managing EDR is not like 

managing AV. 

Unless you have at least one full-time 

employee with security expertise on staff 

who can be dedicated to managing EDR, in 

many cases you may need to consider taking 

more of a reseller role and outsourcing EDR

management to a managed detection and 

response (MDR) partner.  

MDR is a rapidly growing corner of the 

managed security services market. In 

addition to a plethora of third-party 

providers, Gartner reports roughly 80% of 

EDR/EPP vendors offer direct MDR services.

When deciding whether to add EDR 

capabilities to your stack, take time to think 

about the roles involved with each element of 

EDR management, and whether your staff 

realistically has the resources and capacity to 

manage each effectively.   
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ResponsePrevention
Who will configure NGAV, 
manage alerts & false 
positives, etc?

Detection
Who will configure 
detection settings, conduct 
analysis and threat hunting 
activities, etc? 

Who will handle incident
investigation and 
remediation?

People & Process, Not Just Technology

https://www.gartner.com/doc/reprints?id=1-8XM17T5&ct=190612&st=sb


As Gartner puts it in its Competitive Landscape: Endpoint Protection Platforms, Worldwide, 2019 

report:

No kidding. 

When you find yourself researching EDR options, you’ll see that practically everyone offers some 

form of it. The confusing overlap of capabilities is made worse by marketing reliance on 

buzzwords and fear, uncertainty, and doubt (FUD) messaging.  

As a capability, EDR sits downstream from 

prevention-focused security solutions. Its 

primary purpose is to enable detection and 

response to threats once they have bypassed 

other defenses like firewalls and antivirus. 

That said, EDR functionality is rarely sold on 

its own anymore. 

Instead it’s often packaged together with 

prevention-focused technologies like NGAV to 

provide more unified endpoint security. So 

while “EDR” refers to a clearly defined set of 

capabilities, the lines separating EDR tools 

and other endpoint security tools have 

gotten incredibly blurry.  

Where does EDR fit in a modern MSP security stack?

On the marketing front, many of the providers in the [endpoint security] 

market now look drastically similar to each other, touting machine learning 

and behavior-based analysis concepts — making it harder for organizations 

to make informed product decisions. Gartner believes that this is causing 

some confusion in the market.

Detection & Response
Protection that identifies & mitigates compromise

Prevention
Protection that prevents compromise

Antivirus / Next-gen antivirus (NGAV) /
Endpoint protection platform (EPP) EDR

Most security vendors have started packaging these two things together
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https://www.gartner.com/doc/reprints?id=1-8XM17T5&ct=190612&st=sb


ClusterFUD

P R E V E N T I O N

D E T E C T I O N  &  R E S P O N S E

ONE BIG

OF SIMILAR OFFERINGS

EDR-FIRST VENDORS

EDR:
EVERYONE'S OFFERING IT

that have added NGAV
MDR PROVIDERS

that manage EDR
"You need people and process, not just 

tech."
"Maybe smaller shops will use us to play 
security analyst if we block stuff, too."

NGAVs
that have added EDR

"We totally stop what others miss, but, 
you know, just in case, here's some EDR."

TRADITIONAL AVs
that have added EDR

"You want EDR? Sure, we've 
got that, too!"



EVALUATING EDR SOLUTIONS
With the market suddenly flooded with EDR offerings, navigating through 
the overlap and determining the true differences can be difficult. One way 
of making sense of options is to step back and divide them into four 
categories:  

Each category approaches EDR from a different angle, and as a result each can meet EDR needs 

somewhat differently. Let’s take a closer look at these four categories one by one so you can 

determine which may be right for you.

Once you’ve settled on a specific category of solutions and come up with a shortlist, check out 

Red Canary’s Endpoint Detection & Response Buyer’s Guide. It’s full of good questions to ask 

vendors when you take your next step in the evaluation process and start jumping on demos 

and discovery calls.

MSP’s Hype-Free Guide to EDR |   10

MDR 
Providers
that manage EDR

2 3 41

that have added EDR that have added NGAV

Traditional 
AVs

that have added EDR

NGAVs EDR-First
Vendors

https://redcanary.com/resources/guides/endpoint-detection-response-buyers-guide/
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TRADITIONAL AVs THAT HAVE 
ADDED EDR

When this option makes the most sense
You’re already deploying multiple products from a single AV/EPP vendor and want to continue 
managing everything under one centralized umbrella (in for a penny, in for a pound) 
You’re utilizing different tools from different providers, but want to consolidate 
You’re confident in the vendor’s addition of NGAV capabilities to block new malware and 
more advanced threats
Your EDR needs are basic and you’re not looking for heavier capabilities 

Category #1

Unified platform

EDR is treated as a 
supplemental addition 
to a larger “all-in-one” 
endpoint protection 
platform (EPP), which 
may also include a 
broader set of solutions 
such as firewall, web 
filtering, email security, 
etc.

Prevention

Can vary in effectiveness, 
though the majority of 
traditional AVs do now 
advertise having NGAV 
capabilities such as 
machine learning 
detection algorithms, 
behavioral-based 
protection, etc.

Detection & response

Often either limited in 
functionality (think “EDR 
lite”)  or obviously 
designed for SOC teams 
at large enterprises — 
not much in between. 

When you should look elsewhere
You’re not confident in the AV’s ability to block new malware  and more advanced threats  (see 
Category #2 instead)
You want more robust EDR capabilities (see Category #3 or #4 instead)

Great if your top priority is this
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Product Notes Details MDR Offering

cWatch EDR 
(Comodo)

Bitdefender
EDR

Enterprise Inspector 
(ESET)

Kaspersky EDR

McAfee MVISION EDR

Symantec EDR

Trend Micro
Apex One

Panda Security
Adaptive Defense 360

Sophos Intercept X 
Advanced with EDR

Malwarebytes Endpoint 
Protection and Response

EDR offerings from Traditional AV vendors

Offered as an optional 
add-on module to Cloud
Security for MSPs suite 

Separate product from 
the Comodo Endpoint 
Protection suite

Datasheet GravityZone MDR 
datasheet

Website Website

Addition to Intercept X 
suite Datasheet Announced

Part of the Endpoint 
Protection with Detection 
and Response Suite

Datasheet Datasheet

Suite combining 
prevention and EDR

Website Website

Part of McAfee’s line of 
MVISION products Datasheet None

Built to operate on top of 
their Endpoint Protection 
suite

Website None

Packages together 
prevention-focused 
technology with EDR

Datasheet None

Packages together 
prevention products with 
EDR and managed threat 
hunting service

Website

Separate product Datasheet Website

Website

https://www.bitdefender.com/media/materials/business/en/Bitdefender-2018-MSP-General-CloudSecurity-Datasheet-A4-en_EN.pdf
https://www.bitdefender.com/media/materials/business/en/Bitdefender-2018-MSP-General-CloudSecurity-Datasheet-A4-en_EN.pdf
https://download.bitdefender.com/resources/media/materials/business/en/Bitdefender-2018-MSP-EDR-Datasheet-creatent197-A4-en_EN-GenericUse.pdf?adobe_mc=MCMID%3D57202565280242547642801788015158592122%7CMCORGID%3D0E920C0F53DA9E9B0A490D45%2540AdobeOrg%7CTS%3D1562095434
https://download.bitdefender.com/resources/media/materials/business/en/Bitdefender-MEDR.pdf?adobe_mc=MCMID%3D57202565280242547642801788015158592122%7CMCORGID%3D0E920C0F53DA9E9B0A490D45%2540AdobeOrg%7CTS%3D1562956497
https://360.comodo.com/security-solutions/endpoint-protection/
https://360.comodo.com/security-solutions/endpoint-protection/
https://edr.cwatch.comodo.com/features
https://mdr.comodo.com/
https://www.eset.com/afr/business/partner/msp/
https://edr.cwatch.comodo.com/features
https://media.kaspersky.com/en/business-security/enterprise/KEDR_Product_Datasheet_Customer_0418_EN_GLB.pdf
https://www.kaspersky.com/enterprise-security/managed-detection-and-response
https://www.malwarebytes.com/pdf/datasheets/MBEPRDatasheet.pdf
https://www.mcafee.com/enterprise/en-us/products/endpoint-protection-products.html
https://www.mcafee.com/enterprise/en-us/assets/data-sheets/ds-mvision-edr.pdf
https://www.pandasecurity.com/en/business/adaptive-defense/
https://www.pandasecurity.com/en/business/modules/
https://www.sophos.com/en-us/products/intercept-x.aspx
https://www.sophos.com/en-us/products/intercept-x.aspx
https://www.sophos.com/en-us/medialibrary/PDFs/factsheets/intercept-x-edr.pdf
https://www.sophos.com/en-us/press-office/press-releases/2019/06/sophos-acquires-rook-security.aspx
https://www.symantec.com/theme/endpoint-security-suites
https://www.symantec.com/theme/endpoint-security-suites
https://www.symantec.com/content/dam/symantec/docs/data-sheets/endpoint-detection-and-response-atp-endpoint-en.pdf
https://www.symantec.com/content/dam/symantec/docs/solution-briefs/managed-endpoint-detection-and-response-service-en.pdf
https://www.trendmicro.com/en_us/business/products/user-protection/sps/endpoint.html
https://www.trendmicro.com/en_us/business/products/user-protection/sps/endpoint/managed-detection-response.html
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NEXT-GEN AVs (NGAVs) THAT 
HAVE ADDED EDR

When this option makes the most sense
You’re not confident in your current solution’s ability to block threats
You value strength of protection over having a unified “all-in-one” suite of security products
You’re okay with lighter EDR capabilities

Category #2

Unified platform

Many NGAV vendors now 
offer packages that 
combineadvanced 
prevention with basic 
detection and response 
capabilities.  In terms of 
providing 
“one-stop-shopping,” 
however, they fall short 
of the larger product 
suites some of the 
traditional AV vendors 
offer.  

Prevention

Combines machine 
learning detection 
models (no reliance on 
signatures) with 
behavior-based 
protection  to block 
malware and underlying 
attack techniques. 

Detection & response

Often newer, limited 
functionality (think “EDR 
lite”) packaged as a 
separate product or 
add-on module. 

When you should look elsewhere
You do want an all-in-one suite that packages together wider security offerings like firewall, 
web filtering, email security, etc. (see Option #1)
You want more robust EDR capabilities (see Option #3 or #4)

Great if your top priority is this
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Product Notes Details MDR Offering

CylanceOPTICS

Cisco AMP
for Endpoints 

Deep Instinct

Palo Alto
Networks Traps

SentinelOne EPP

EDR offerings from NGAV vendors

Combines NGAV with 
EDR in one agent

Offered as a separate product 
and agent from CylancePROTECT 
(NGAV offering)

Website Website

Datasheet CylanceGUARD 
datasheet

Combines NGAV with basic 
analysis and remediation 
capabilities

Website

Website

None

Combines NGAV with 
“ActiveEDR” feature in 
one agent

Datasheet SentinelOne Vigilance 
datasheet

Combines NGAV with EDR in one 
agent, and coordinates with 
network and cloud security 
offerings

Website

https://www.cisco.com/c/en/us/products/security/amp-for-endpoints/index.html#~stickynav=1
https://www.cisco.com/c/en/us/products/security/managed-services.html
https://s7d2.scene7.com/is/content/cylance/prod/cylance-web/en-us/resources/knowledge-center/resource-library/data-sheets/CylancePROTECT.pdf
https://s7d2.scene7.com/is/content/cylance/prod/cylance-web/en-us/resources/knowledge-center/resource-library/data-sheets/WhatsNewinCylanceOPTICSWinterRelease.pdf
https://s7d2.scene7.com/is/content/cylance/prod/cylance-web/en-us/resources/knowledge-center/resource-library/data-sheets/CylanceGUARDDataSheet.pdf
https://www.deepinstinct.com/deep-instinct-for-mssps/
https://www.paloaltonetworks.com/products/secure-the-endpoint/traps
https://www.paloaltonetworks.com/products/xdr/mdr
https://www.sentinelone.com/blog/active-edr-feature-spotlight/
https://go.sentinelone.com/rs/327-MNM-087/images/SEN0202_DataSheet_EPP_WEB.pdf
https://www.sentinelone.com/wp-content/uploads/2017/06/SentinelOne_Vigilance_Datasheet-1.pdf
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EDR-FIRST VENDORS THAT 
HAVE ADDED PREVENTION 

When this option makes the most sense
You don’t see EDR as a mere add-on, but rather a core component of your offering and one of 
your primary competitive advantages 
You have in-house security specialists you can dedicate to actively managing EDR 
You have customers/prospects in regulated industries that have more stringent security 
requirements

Category #3

Unified platform

A growing number of 
EDR vendors now 
position themselves as 
having offerings that 
cover the full spectrum 
of prevention, detection, 
and response.

Prevention

These vendors have 
quickly caught up with 
NGAV providers on this 
front, but it’s not their 
primary focus. 

Detection & response

As pioneers of these 
solutions, these vendors 
still hold an advantage, 
especially for 
organizations and MSSPs 
who have the technical 
expertise and bandwidth 
necessary to utilize them 
fully.

When you should look elsewhere
Your priority is on improving your ability to prevent threats rather than investigating and 
responding to them (see options in Category #1 or #2 instead)
Your customers/prospects aren’t expressing a specific need for robust EDR functionality (see 
options in Category #1 or #2 instead)
You have a clear need for EDR, but don’t have security specialists in-house who can actively 
manage and fully utilize it (see options in Category #4 instead)

Great if your top priority is this
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Product Notes Details MDR Offering

Crowdstrike Falcon 
Enterprise or Premium

Carbon Black
CB Defense

Cybereason 
Defense Platform

Endgame Platform

FireEye
Endpoint Security

Combination NGAV + EDR offerings from EDR vendors

Being offered as part of 
the CB Predictive Security 
Cloud suite

Includes Falcon Prevent (NGAV), 
Falcon Insight (EDR), and more in 
one platform

Website

CB ThreatSight 
datasheetDatasheet

Falcon OverWatch 
website

NGAV and EDR offered as 
standalone solutions or 
unified platform

Website

Website

Combines NGAV and EDR 
in one agent

Datasheet Datasheet

Combines NGAV and EDR 
in one agent Website

Website

https://www.carbonblack.com/wp-content/uploads/2018/12/CB_PSC_DataSheet_RGB_121018_RGB.pdf
https://www.carbonblack.com/wp-content/uploads/2018/12/CB_PSC_DataSheet_RGB_121018_RGB.pdf
https://www.carbonblack.com/wp-content/uploads/2018/12/CB_Defense_DataSheet_122018_RGB.pdf
https://www.carbonblack.com/wp-content/uploads/2018/12/CB_ThreatSight_DataSheet_122018_RGB.pdf
https://www.crowdstrike.com/endpoint-security-products/falcon-prevent-endpoint-antivirus/
https://www.crowdstrike.com/endpoint-security-products/falcon-insight-endpoint-detection-response/
https://www.crowdstrike.com/endpoint-security-products/
https://www.crowdstrike.com/endpoint-security-products/falcon-overwatch-threat-hunting/
https://www.cybereason.com/platform/next-generation-antivirus-ngav
https://www.cybereason.com/platform/endpoint-detection-response-edr
https://www.cybereason.com/platform
https://www.cybereason.com/platform/managed-detection-response-mdr
https://www.endgame.com/platform
https://www.endgame.com/endgame-services
https://www.fireeye.com/content/dam/fireeye-www/products/pdfs/pf/ep/ds-endpoint-security.pdf
https://www.fireeye.com/content/dam/fireeye-www/solutions/pdfs/ds-managed-defense.pdf
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MANAGED DETECTION AND 
RESPONSE (MDR) PROVIDERS 

When this option makes the most sense
You want to add robust EDR capabilities to your service offering, but lack specialized in-house 
security expertise, infrastructure, and bandwidth to do so effectively
Your customers/prospects require or are interested in paying a premium for 24/7 threat 
detection and rapid incident response

Category #4

Unified platform

MDR providers have their 
own preferred 
technology stacks, so it’s 
important to understand 
what those are and how 
compatible they are with 
your and your clients’ 
other solutions.

Prevention

While the EDR solutions 
MDR providers will often 
have NGAV capabilities, 
the primary focus of 
MDR providers is to 
detect and respond to 
threats that have 
bypassed defenses.  

Detection & response

For MSPs who lack 
specialized in-house 
security expertise and 
bandwidth, partnering 
with a MDR provider can 
be an effective way of 
adding 24/7 monitoring, 
detection, and rapid, 
lightweight incident 
response to their 
offerings. 

When you should look elsewhere
Your focus is on providing services centered around prevention (see options in Category #1 or 
#2 instead)
You have internal security specialists in-house who can fully utilize an EDR solution (see 
options in Category #3 instead)
You anticipate significant difficulty getting your customers/prospects to pay you enough to 
make the margins work (see options in Category #1 or #2 instead)

Great if your top priority is this
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Product Details Technology

Alert Logic
ActiveWatch MDR

ADT DATASHIELD

Arctic Wolf

eSentire

GoSecure
by CounterTack

MDR Providers

Website

Website Leverages company’s own 
SHIELDVISION software

Leverages Alert Logic’s own 
SaaS solutions

Leverages the company’s own 
Hybrid AI system

Leverages Carbon Black CB 
Response

Leverages CounterTack’s 
Predictive EPP

Leverages the company’s own 
endpoint agent & analysis engine

Leverages the company’s own AI 
platform, AI.saac

Leverages solutions from 
Crowdstrike, Carbon Black, 
CounterTack, Cylance, 
Malwarebytes, and Cybersight

Leverages Rapid7’s Insight cloud 
platform, specifically InsightIDR 
(User behavior analytics + SIEM + 
EDR)

Can leverage EDR tools from 
Carbon Black, Crowdstrike, or 
Endgame

Website

Website

Website

Website

Website

Website

Website

Website

Huntress Labs

Paladion

Proficio

Rapid7

Red Canary

https://www.datashieldprotect.com/
https://www.datashieldprotect.com/services/shield-vision
https://www.alertlogic.com/solutions/activewatch-managed-detection-and-response/
https://www.alertlogic.com/solutions/product-overview-and-pricing/
https://www.alertlogic.com/solutions/product-overview-and-pricing/
https://arcticwolf.com/solutions/managed-detection-and-response/
https://arcticwolf.com/hybridai/
https://www.esentire.com/capabilities/managed-detection-and-response/
https://www.esentire.com/assets/resources/865bc13b52/Data-Sheet-esENDPOINT.pdf
https://www.esentire.com/assets/resources/865bc13b52/Data-Sheet-esENDPOINT.pdf
https://www.gosecure.net/advanced-adversary-protection
https://www.gosecure.net/countertack-predictive-epp
https://www.gosecure.net/countertack-predictive-epp
https://huntresslabs.com/index.html
https://huntresslabs.com/technology.html
https://huntresslabs.com/technology.html
https://www.paladion.net/managed-detection-and-response-service
https://www.paladion.net/ai_saac_cyber_artifical_intelligence_platform
https://www.proficio.com/solutions/managed-detection-and-response/
https://www.proficio.com/solutions/managed-detection-and-response/
https://www.rapid7.com/services/detection-and-response-services/managed-detection-and-response-services/
https://www.rapid7.com/products/insight-platform/
https://www.rapid7.com/products/insight-platform/
https://www.rapid7.com/products/insightidr/
https://redcanary.com/solutions/endpoint-detection-and-response/
https://redcanary.com/solutions/endpoint-detection-and-response/


CONCLUSION
Threats are continuously evolving. More and 
more companies are suffering successful 
attacks, and the fallout from those attacks is 
becoming more and more costly. Without 
in-house resources and expertise, SMBs are 
especially at risk. By providing them with 
EDR capabilities, you can help them address 
a critical need.

As we’ve covered, however, distinguishing 
between EDR solutions is difficult.   

The endpoint security market is extremely 
crowded, and what were once distinct 
products are converging into very 
similar-looking software suites.   

We hope this guide helps you choose the best 
option for you and your clients. 

Get more done confidently and 
securely with NinjaRMM
Find out how NinjaRMM makes it easier for MSPs to protect 
themselves and their customers with:

Deep visibility across your entire network from a single pane of glass
Real-time monitoring and alerting
Secure remote access for disruption-free management and remediation
#1-rated automated patch management
Detailed compliance reporting
Seamless backup and endpoint security integration

LEARN MORE
CONTACT US TODAY

North America: (888) 542-8339
Germany: +49 (0)30-76758700

UK: +44 (0)20 3880 9027
FR: +33 (0)800 91 09 90

sales@ninjarmm.com | www.ninjarmm.com 

https://www.ninjarmm.com/
mailto:sales@ninjarmm.com
http://www.ninjarmm.com


MSSP: 
Managed security services provider. A subset 
of managed services provider (MSP) who 
specializes in offering security coverage

NGAV: 
Next generation antivirus. Term used to 
distinguish between the traditional approach 
of using file scanning/signature matching to 
detect malware and the newer approach of 
leveraging machine learning algorithms and 
behavioral-based detection rules. Ironically, 
NGAV vendors did such a good job of making 
AV sound limited and outdated that many of 
them are moving away from “NGAV” in favor 
of calling themselves an EPP.  

SIEM: 
Security information and event management. 
Aggregates and analyzes log data from 
sources throughout the network, generated 
reports and alerts for security professionals 
to investigate and respond to. 

SOC: 
Security operations center. Can refer to a 
team of security professionals responsible for 
monitoring and defending IT infrastructure, 
or the command center they occupy. 

SOCaaS: 
Security operations center as a service. 
Allows customers to have the equivalent of a 
SOC without having to invest in the people, 
process, and technology required to have one 
in-house. 
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GLOSSARY

Here’s a list of some of the 
acronyms you may have noticed 
in this guide, along with what 
each stands for. 

AV: 
Antivirus software. These days often treated 
like a dirty word. In fact, that’s a big reason 
why we have so many other acronyms on this 
list in the first place. 

EDR: 
Endpoint detection and response. Refers to 
software designed to help organizations 
identify, stop, and react to threats that have 
bypassed other defenses by continuously 
monitoring and utilizing endpoint data. 

EPP: 
Endpoint protection platform. Used by 
vendors to underscore they are not just AV. 
Often used to describe software suites 
packaging together things like NGAV, device 
control, patch/vulnerability management, and 
now EDR. 

MDR: 
Managed detection and response. Services 
focused on identifying threats, performing 
investigation and analysis, and providing rapid 
response to contain and mitigate their impact. 
MDR providers typically leverage EDR 
solutions, but are not limited to them.  

MSP’s Hype-Free Guide to EDR



DO YOU REALLY NEED EDR?
A Simple Flowchart

Check out these:

   Bitdefender Cloud Security 
   for MSPs
   Sophos Intercept X
   (via MSP Connect)

Check out these:

   Crowdstrike Falcon Pro
   CylancePROTECT
   Malwarebytes Endpoint    
   Protection and Response
   SentinelOne

Check out these:

   Carbon Black CB Defense      
   Crowdstrike Falcon Enterprise
   Cyberreason
   CylanceOPTICS
   Endgame

Check out these:

   Vendor-direct MDR service
   Arctic Wolf
   eSentire
   Huntress Labs
   Red Canary

I just need something that blocks 
attacks. My AV isn’t cutting it.

Do you need a unified, 
“all-in-one” security suite?

YES NO

I want to investigate and provide 
response to threats.

Do you have a dedicated 
security analyst on staff?

YES NO

Why are you interested
in EDR?

MSP’s Hype-Free Guide to EDR |   21
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THE EVOLUTION OF
ENDPOINT SECURITY

THE GLORY DAYS OF AV
ACT 1

In the beginning, there was antivirus. On every seventh day we would scan 

the system and behold that it was good (until it wasn’t).

CAPABILITIES

Static, signature-based detection

(whitelisting/blacklisting)

EFFECTIVE FOR

Blocking known malware files

TRADITIONAL AV

SMB
AV BUDGET

$$$

A BATTLE FOR AV BUDGET IN 5 ACTS
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CAPABILITIES

Static, signature-based detection

(whitelisting/blacklisting)

EFFECTIVE FOR

Blocking known malware files

TRADITIONAL AV

THE RISE OF “NEXT-GEN”
ACT 2

Roughly five years ago, new competitors emerged positioning themselves as 

next-generation antivirus (NGAV). Rather than relying on signature-matching, 

they touted using machine learning and artificial intelligence to block malware. 

Cylance, in particular, became notorious for driving the message that traditional 

antivirus was no longer effective and could be replaced.

CAPABILITIES

Machine-learning-powered 
file analysis (not dependent

on signatures) 

Behavioral detection

Exploit mitigation

EFFECTIVE FOR 

Blocking new, never-seen 
before malware files

Blocking “fileless” threats
(script-based, memory-based)

NEXT-GEN AV (NGAV)

SMB
AV BUDGET

$$$
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ACT 3

YOU DOWN WITH EPP?
Put on the defensive, and with antivirus becoming a dirty word, some AV 

vendors released their own distinct NGAV offerings (ex: Sophos Intercept X). 

Others leaned further into positioning themselves as a more comprehensive 

endpoint protection platform (EPP) with additional capabilities outside of 

NGAV (ex: Bitdefender GravityZone). To compete, NGAV vendors added more 

capabilities, too. The lines between traditional AV and NGAV products began to 

blur as they converged into EPPs. 

TRADITIONAL AV

NGAV

ADDITIONAL CAPABILITIES

 Device control

Vulnerability and 
patch management

Etc.

ANTIVIRUS
ENDPOINT PROTECTION

PLATFORMS (EPP)

SMB
AV BUDGET

$$$
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EDR COMES KNOCKING
ACT 4

Sensing an opportunity to compete with EPPs, endpoint detection and response 

(EDR) solutions rolled out their own NGAV capabilities, and bolstered them with 

the messaging that compromise is inevitable — you need tools that not only 

prevent attacks, but help you identify and deal with them, too. 

TRADITIONAL AV
Static, signature-based 

detection
(whitelisting/blacklisting)

NGAV
Machine-learning-powered 

file analysis

Behavioral detection

Exploit mitigation

ADDITIONAL CAPABILITIES
Device control

Vulnerability and 
patch management

ENDPOINT PROTECTION
PLATFORMS (EPP)

CAPABILITIES
 Real-time monitoring 

and alerting

Incident search, triage, 
and investigation 

Integrated threat 
intelligence

Threat hunting

Real-time remediation, 
including containment 

and rollback

+ NGAV CAPABILITIES

ENDPOINT DETECTION
& RESPONSE (EDR)

SMB
AV BUDGET

$$$
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ACT 5

ONE BIG CLUSTERFUD
As solutions continue to converge into “all-in-one” offerings, the challenge for 

MSPs and their clients is differentiating between increasingly similar-looking 

products, deciding who will actively manage them, and seeing past fear, 

uncertainty, and doubt (FUD) -based marketing from vendors.

ENDPOINT PROTECTION
PLATFORMS (EPP)

MOST TRADITIONAL AV AND NGAV
VENDORS NOW OFFER

NGAV

Basic EDR

Direct-provider Managed
Detection & Response
(MDR) services

ENDPOINT DETECTION
& RESPONSE (EDR)

MOST TRADITIONAL AV AND NGAV
VENDORS NOW OFFER

NGAV

EDR

Direct-provider Managed 
Detection & Response      
(MDR) services

UNIFIED SECURITY
PLATFORMS

INCLUDES OTHER SOLUTIONS IN
ADDITION TO ENDPOINT SECURITY TOOLS

EPP

Basic EDR

Firewall

Web security

Email security

Encryption

MANAGED DETECTION 
& RESPONSE (MDR)

3RD-PARTY SERVICE PROVIDER 
THAT MANAGES EPP/EDR TOOLS

PROVIDES INCIDENT RESPONSE

SMB
AV BUDGET

$$$
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